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Financial institutions must implement “Red 
Flag” rule programs by November 1, 2008

by Thomas W. Grundy, tgrundy@bkd.com

Last November, the federal agencies that 
regulate fi nancial institutions, along 

with the Federal Trade Commission, issued 
the fi nal rule and guidelines pertaining to 
identity theft “Red Flags” and addressing 
discrepancies.  The fi nal rule and guide-
lines implement Sections 114 and 315 of 
the Fair and Accurate Credit Transactions 
Act of 2003.

This fi nal rule requires each fi nancial 
institution or creditor that offers or main-
tains one or more covered accounts to 
develop and implement a written identity 
theft prevention program. 

This program must be designed to de-
tect, prevent and mitigate identity theft in 
connection with the opening of a covered 
account or any existing covered account.  

The fi nal rule defi nes a covered ac-
count as the following:

“… an account that a fi nancial institution 
or creditor offers or maintains, primarily for 
personal, family or household purposes, that 
involves or is designed to permit multiple 
payments or transactions, such as a credit 
card account, mortgage loan, automobile 
loan, margin account, cell phone account, 
utility account, checking account, or sav-
ings account; and … any other account that 
the fi nancial institution or creditor offers or 
maintains for which there is a reasonably 
foreseeable risk to customers or the safety 

and soundness of the fi nancial institution or 
creditor from identity theft, including fi nan-
cial, operational, compliance, reputation or 
litigation risks.” 

Each fi nancial institution must pe-
riodically conduct a risk assessment to 
determine whether it offers or maintains a 
covered account, as described.

Content of the program
The program must include reasonable 

policies and procedures designed to:

 Identify relevant Red Flags for covered 
accounts and incorporate those Red 
Flags into the program.  The fi nal 
rule defi nes a Red Flag as “a pattern, 
practice or specifi c activity that indi-
cates the possible existence of identity 
theft”

 Detect Red Flags that have been in-
corporated into the program

 Respond appropriately to any Red 
Flags that are detected and mitigate 
identity theft

 Update the program periodically to 
refl ect changes in risks to customers 
and the safety and soundness of the 
fi nancial institution or creditor

The appendix to the fi nal rule pro-
vides guidelines to assist in developing and 
implementing a program, including an 
illustrative listing of Red Flags.

The guidelines detail expectations for 
the ongoing administration of the pro-
gram.  Specifi cally, the board of directors, 
an appropriate committee of the board or 
a member of senior management should 
perform the following:

 Assign specifi c responsibility for the 
program’s implementation

 Review compliance reports

 Approve material changes to the pro-
gram as necessary to address chang-
ing identity theft risks

At least annually the staff responsible 
for administering the program should re-
port to the board of directors, an appropri-
ate committee of the board or a designated 
member of senior management on compli-
ance.  The report should address:

 Effectiveness of policies and proce-
dures in addressing the risk of identity 
theft in connection with opening 
covered accounts or with respect to 
existing covered accounts

 Service provider arrangements

 Signifi cant incidents involving iden-
tity theft and management’s response

 Recommendations for material chang-
es to the program

Merger activity in banking 
still strong, though valua-
tions are down

Make your information 
technology risk assessment 
work for you with careful 
planning, review

Mark your calendar



 For a further breakdown of fi rst 
quarter transactions, visit our Bank 
Merger Update at http://www.bkd.com/
docs/about/BankMergerUpdate.pdf. ■
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by Patrick Hayes, phayes@bkd.com

Although BKD Corporate Finance 
continues to see mergers and 

acquisitions throughout the banking 
industry and BKD service area, valu-
ations have been on the decline.  The 
17 announced transactions during the 
fi rst quarter of 2008 are slightly down 
from the 20 announced in the same 
period a year ago, but up from the 
15 announced in the fourth quarter 
of 2007.  Transaction multiples for 
the fi rst quarter of 2008 were far less 
favorable than multiples from the 
previous quarter as well as multiples 
from the same quarter a year ago.  A 
median price to tangible equity mul-
tiple of 2.03 is 8.1% lower than that of 
the previous quarter and 26.7% lower 
than the fi rst quarter of 2007.  The 
median price to 7% equity multiple 
decreased 12.7% to 2.62 from the 
previous quarter and 18.4% from 3.21 
during the same quarter in 2007.  
 Nationally, the total number of 

announced transactions decreased sig-
nifi cantly, with 36 announced in the fi rst 
quarter of 2008 compared to 87 in the 
same quarter of 2007.

Merger activity in banking still strong, 
though valuations are down

1Q ’06 2Q ’06 3Q ’06 4Q ’06 1Q ’07 2Q ’07 3Q ’07 4Q ’07 1Q ’08

3.5

3.0

2.5

2.0

1.5

1.0

45.0

42.0

39.0

36.0

33.0

30.0

27.0

24.0

21.0

18.0

E
q

u
ity

 M
u

lti
p

le
s 

(x
)

E
ar

n
in

g
s 

M
u

lti
p

le
 (x

)

2.61 2.52

3.14

2.90

3.21

2.98

2.81

3.00

2.62

20.49

23.64
24.34

24.01 20.93

2.05

2.26

2.65

2.65

2.77

2.03 2.15

2.21

2.03

23.84

Price to Tangible Equity Price to 7% Equity      Price to Earnings

20.01

Note:  The median price-to-earnings multiple was heavily infl ated during fourth quarter 2007 
and fi rst quarter 2008 due to low industry earnings and has been omitted from this chart.

BKD Service Area Purchase Price Multiples

Financial institutions must implement Red Flag rule . . .

When engaging a third-party service 
provider, the institution should deter-
mine the activity of the service provider is 
conducted in accordance with reasonable 
policies and procedures designed to detect, 
prevent and mitigate the risk of identity 
theft. 

Finally, training for all affected staff 
will be crucial for the proper implementa-
tion and ongoing success of the program.

Card issuers and change 
of address requests
 The fi nal rule requires an issuer of 
credit and debit cards to implement rea-
sonable policies and procedures to assess 

the validity of a change of address if the 
issuer also receives a request for additional 
or replacement cards within 30 days of the 
change of address notifi cation.  Should 
this occur, the card issuer may not issue an 
additional or replacement card until it as-
sesses the validity of the address change by:

 Notifying the cardholder of the request 
at the cardholder’s former address or 
by any other previously established 
means of communication between the 
card issuer and the cardholder

 Assessing the validity of the change of 
address in accordance with the poli-
cies and procedures the card issuer has 
established as part of its program for 

continued from page 1 detecting, preventing and mitigating 
identity theft

Users of consumer reports 
address discrepancies

The fi nal rule also requires users of 
consumer reports to develop reasonable 
policies and procedures to apply when 
they receive a notice of address discrep-
ancy from a consumer reporting agency.  
These policies and procedures must al-
low the user to reasonably believe that a 
consumer report relates to the consumer 
about whom it has requested the report.  
Examples of reasonable policies and pro-
cedures are provided in the fi nal rule. ■
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Make your information technology risk assessment 
work for you with careful planning, review
by Kevin Sethman, ksethman@bkd.com

Now that you’ve created the informa- 
tion technology risk assessment that 

the regulators wanted you to have, what 
should you do?  The three next steps 
should be these:

 Review your risk assessment

 Test your risk assessment

 Integrate your risk assessment

1.Review your 
risk assessment

 It is always better to have the exter-
nal auditors catch a problem than the 
examiners, and it’s even better to catch 
a problem internally before the external 
auditors fi nd it.  One of the best things 
you can do with your risk assessment is 
to ensure that your internal auditors are 
able to review it as soon as possible.
 BKD has discovered signifi cant 
issues while reviewing information tech-
nology risk assessments.  Often assess-
ments are defi cient or they are not useful 
to management.
 BKD has noted these key defi cien-
cies in risk assessments:

 Incomplete assessments—In some 
instances, new or existing technol-
ogy has been overlooked, critical 
vendors were not identifi ed or the 
assessments failed to address all ar-
eas of the institution.

 Risk was not rated—Some of the 
assessments BKD has reviewed 
identify the risks, but don’t assign a 
score (such as high, medium or low) 
to the risk.  As a result, management 
may fi nd it diffi cult to prioritize the 
assignment of resources to achieve 
the greatest return on investment.

 Existing controls are not identi-
fi ed—In some instances, the risk as-
sessments failed to identify the exist-
ing control environment, or they fail 
to document that the residual risk is 
acceptable to management.  

 The result is the risk assessment 
leaves the impression risk manage-
ment is either weak or non-existent, 
something the examiners will want 
to address.

 Because of issues listed above, risk 
assessments are not useful to manage-
ment.  One additional item BKD has 
noted is the assessment is simply too 
complicated for non-technical people to 
use effectively and, as a result, it’s pushed 
to the bottom of the pile.  Therefore, it 
is a best practice to have the assessment 
reviewed or even prepared by someone 
who can bridge this communication gap.

2.Test your risk 
assessment

 First of all, this is about coordinat-
ing the testing of your risk assessment, 
rather than setting up a separate testing 
protocol for the IT risk assessment.  For 
example, in your risk assessment, you 
will have documented risks that affect 
your business con-
tinuity plan or your 
ability to comply 
with the Gramm-
Leach-Bliley Act 
(GLBA).  You should 
already have 
testing/validation 
protocols established 
for most, if not all, 
of these areas.
 Other testing is 
as simple as making 
sure your internal 
auditors are verifying your data backups 
are prepared and properly transported to 
the offsite storage location or that antivi-
rus software is properly updated.  

Additionally, make sure your line 
managers check work stations to ensure 
employees are properly controlling in-
formation.  Any manager can look out 
for simple things, such as making sure 
employees don’t keep their passwords on 
a note under the keyboard and terminals 

are locked or turned off—whichever 
your policy requires.  Your information 
security offi cer should follow-up on these 
items on a regular basis.

3.Integrate your 
risk assessment

 You’ve invested a lot of time and 
fi nancial resources into the creation of 
your IT risk assessment and want to 
ensure you receive a return on this 
investment.  The key question then is 
how to do that.  The answer is to inte-
grate the risk assessment into your 
planning process.
 This can be done in several ways.  
You should use the risk assessment as 
the starting point for your IT strategic 
plan or to validate aspects of your busi-
ness continuity plan and your GLBA 
compliance activities.  More importantly, 
use your IT risk assessment as the start-
ing point for addressing new regulatory 
mandates, whenever possible.  For 
example, one of the mandates we’re cur-

rently facing as 
an industry is to 
address identity 
theft Red Flags.  
Your informa-
tion technol-
ogy will be an 
important part 
of this process; 
therefore, make 
sure the IT risk 
assessment is a 
starting point 
for and a criti-

cal component of your identity theft risk 
assessment.  

For guidance on preparing an infor-
mation security risk assessment, go to 
www.bkd.com/docs/newsletters/FA/
FinancialAlert2004-05.pdf.  For more 
help with this issue, please contact your 
BKD advisor. ■
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P.O. Box 1900
Springfi eld, MO 65801-1900

For a complete list of our 
offi ces and subsidiaries and 
their contacts, visit bkd.com 
or contact the sales & market-
ing specialist at the BKD offi ce 
nearest you.

About Financial Alert

This newsletter’s content is written by quali-
fi ed, experienced BKD professionals, but 
applying specifi c information to your situation 
requires careful consideration of facts and 
circumstances.  Consult your BKD advisor 
before acting on any matter covered in this 
newsletter.

To change your mailing information, email 
instructions to newsletters@bkd.com.  
Include the mailing label code number that 
appears above your name.  To add your 
name to our mailing list, contact a sales and 
marketing specialist at the BKD offi ce near-
est you.  To inquire about information in this 
newsletter, contact your BKD advisor.

E-subscribe to Financial Alert.  Follow the 
sign-up instructions at bkd.com/enews/.  

Your email address and personal 
information will never be sold to 

vendors or shared 
with anyone outside 
BKD.

© 2008 BKD, LLP.  
All rights reserved.

Address Service Requested

Brett Schimanski 
and Mark Wofford 
of BKD will pres-
ent a free one-hour 
webcast The “Red 
Flag” Compliance 
Deadline, Are You 

Ready? at 10 a.m. (CDT), Thursday, 
August 14.  This webcast will cover the 
importance of the Red Flag rule and 
outline the core requirements of the 
identity theft prevention program, ac-
counts covered by the regulation, the 
completion of a risk assessment and 
actions to be taken when Red Flags 

are identifi ed.  Register at bkd.com/
webcast.

John Bourquard of BKD will present
a free one-hour webcast Effective 
Credit Administration in a 
Challenging Environment at 10 a.m. 
(CDT), Thursday, September 25.  
This informative webcast will address 
current credit trends, emerging risks, 
ideas to help mitigate risk in your 
portfolio and to improve the adminis-
tration of your loans.  Register at 
bkd.com/webcast. 

Mark Your Calendar


